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Abstract: 
The broad objective of this study is an attack, threat and vulnerabilities of cyber infrastructure, which 

include hardware and software systems, networks, enterprise networks, intranets, and its use of the 

cyber intrusions. To achieve this objective, the paper attempts to explain the importance g in network 

intrusions and cyber-theft. It also discusses in vivid detail, the reasons for the quickdilation of 

cybercrime. The paper also includes a complete description and definition of cyber security, the role it 

plays in network intrusion and cyber recognize theft, a discussion of the reasons for the rise in 

cybercrime and their impact. In closing the authors recommend some preventive measures and possible 

solutions to the attack, threats and vulnerabilities of cyber security. The paper concludes that while 

technology has a role to play in reducing the impact of cyber attacks, the vulnerability resides with 

human behaviour and psychological predispositions. While literature supports the dangers of 

psychological susceptibilities in cyber attacks investment in organizational education campaigns offer 

optimism that cyber attacks can be reduced. 
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1.Introduction 
World is going on the digitalization or cash less transaction so multifold. Even the government and defense 

organization have experienced significant cyber losses and disruptions.The crime environment in cyber space is 

totally different from the real space that is why there are many hurdles to enforce the cybercrime law as real space 

law in any society. For Example, age in real space is a self-authenticating factoras compare to cyberspace in which 

age is not similarly self-authenticating. A child under age of 18 can easily hide his age in Cyber space and can 

access the restricted resources where as in real space it would be difficult for him to do so. Cyber security involves 

protecting the information by preventing, detecting and responding to cyber-attacks. [1] 

 

The penetration of computer in society is a welcome step towards modernization but needs to be better equipped 

to keen competition with challenges associated with technology. New hacking techniques are used to penetrate in 

the network and the security vulnerabilities which are not often discovered arise difficulty for the security 

professionals in order to find hackers [6]. 

 

The defense mechanism mainly concerns with the understanding of their own network, nature of the attacker, 

inspire of the attacker, method of attack, security weakness of the network to mitigate future attacks.[13] 

 

2.Background 
Currently media, Government sectors and organization are hot discussion about the cyber security. Experts claim 

the topic is over-hyped and artificially inflated by fear vend, with terms such as ‘cyber- 

warfare ‘designed to excite an emotional rather than a rational response. In a recent study by Intelligence, number 

of the threat like 23, cyber-war has been grossly overstated. Cyber security is the key concepts of discussion topic 

that can inspire to independent thinking researcher and experts. Indeed, this type of discussion is proposed by 

many of those calling for caution such as security experts, 
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These are the points out that many cybercrimes are the direct result of poor security rather than lack of government 

polices implementation. The president of the Electronic Privacy Information Center gives suggestion against 

mandatory Internet identification requirements. He pointed out those countries, attribution requirements have 

resulted in censorship and international human rights violations. 

Nevertheless of which view one may take, it is plain that cyber-security is accepted as a very important and current 

topic and healthy discussion on. 

In this paper give the general or realistic definition of cyber-security for cyber world accepted, it does suggest 

different key elements for activities inclusion in Information [15] 

 

Technology programs, these are based on a types of research documents and reports published. With the 

recurrence of cyber-attacks on a constant increase, governments and security organizations worldwide are taking 

enterprising and preemptive action to reduce the risk of successful attacks against critical infrastructures. It means 

the relation between the physical and cyber domains. Cyber security involves protecting that infrastructure by 

preventing, detecting, and responding to cyber incidents. [11] 

 

The association between military strikes on civilians and government base organized Internet suppression was 

prevalent with actions in the physical world being prepare the way for cyber-events. IT Professionals may be aware 

of recent events besiege Supervisor Control and Data Acquisition (SCADA) systems virus. 

SCADA malware using both insufficient patched vulnerabilities and new Vulnerabilities. The serious physical, 

financial impact these issues could have on a worldwide basis. 

 

Providentially, all cyber-events are not connected to human loss of life yet the economic impact to a society can 

still be hugely damaging. It was reported that information and electronic data theft excel all other fraud for the 

first time rising from the previous year. This is in spite of a reduction in half of other fraud categories. 

 

The CNCI is the first in a series of stages to establish a broader, updated national U.S. cyber-security strategy with 

the following summarized goals: 

(1) Establish a front line of defense against today’s immediate (cyber) threats. 

(2) Defend against the full spectrum of threats 

(3) Strengthen the future of cyber-security environment. 

 

These goals also underline the CNCI’s initiatives. Cyber security is a challenge that not only national boundaries 

it’s beyond and requires global cooperation with no single group, country or agency claiming ownership, according 

to a 2009 report by the US Department of Homeland Security. The report proposes a Roadmap for Cyber-security 

Research. Building on the 2005 second revision of the INFOSEC Research Council (IRC) Hard Problem List, and 

in recognition of the aforementioned presidential directives, the roadmap identifies research and development 

opportunities that are scoped to address eleven “hard problems”. 

 

This defines cyber security as the “preservation of confidentiality, integrity and availability of information in the 

cyberspace”, with an accompanying definition of  cyberspace as “the complex environment resulting from the 

interaction of people, software and services on the Internet by means of technology devices and networks 

connected to it, which does not exist in any physical form”. It is current topic of, that cyber-security is an area of 

much discussion, interest and attention[15]. 

 

3.Methodology 

This is the 21st edition of the Symantec Internet Security Threat Report and much has changed since the first 

one. We take a fresh look at the structure and contents of the report. As well as focusing on the threats and 

findings from our research, it is also tracks industry trends.We try to highlight the important developments and look 

to future trends. This goes beyond just looking at computer systems, 



smartphones, and other products, and extends into broad concepts like national security, the economy, data 

protection, and privacy [14]. 

 

3.1 Threats 
Cyber security threats encompass a wide range of potentially illegal activities on internet. Cyber security threats 

against utility assets have been recognized for decades. The terrorist attacks so give the attention has been paid to 

the security of critical infrastructures. Insecure computer systems may lead to fatal disruptions, disclosure of 

sensitive information, and frauds. Cyber threats result from exploitation of cyber system vulnerabilities by users 

with unauthorized access [7].There is crimes that target computer networks or services directly like malware, viruses 

or denial of service attack and crimes facilitated by networks or devices, the primary target of which is 

independent of the network or device like fraud, identity theft, phishing scams, cyber stalking . 

 

A. Cyber Theft 

This is the most common cyber-attack that committed in cyberspace. This kind of offence is normally referred as 

hacking in the generic sense. It basically involves using the internet through steal information or assets. It also 

called the illegal access, by using the malicious script to break or crack the computer system or network security 

without user knowledge or consent, for tampering the critical data and. It is the gravest cybercrimes among the 

others. Most of the banks, Microsoft, Yahoo and Amazon are victim of such cyber-attack. Cyber thieves use tactics 

like plagiarism, hacking, piracy, espionage, DNS cache poisoning, and identity theft. Most of the security web sites 

has described the various cyber threats. 

B. Cyber Vandalism 

Damaging or exploiting the data rather than stealing or misusing them is called cyber vandalism. It means effect on 

network services are disrupted or stopped. This deprives the authorized users for accessing the information contained 

on the network. This cybercrime is like a time bomb, can be set to bring itself into action at a specified time and 

damage the target system. This creation and dissemination of harmful software which do irreparable damage to 

computer systems, deliberately entering malicious code like viruses, into a network to monitor, follow, disrupt, stop, 

or perform any other action without the permission of the owner of the network are severe kind of cyber crimes. 

 

C. Web Jacking 

Web jacking is the forceful control of a web server through gaining access and control over the web site of 

another. Hackers might be manipulating the information on the site. 

 

D. Stealing cards information 

Stealing of credit or debit card information by stealing into the e-commerce server and misuse these information. 

 

E. Cyber Terrorism 

Deliberately, usually politically motivated violence committed against civilians through the use of, or with the help 

of internet. 

 

F. Child Pornography 

The use of computer networks to create, distribute, or access materials that sexually exploit underage children 

pornography in shared drives of community networks. 

 

G. Cyber Contraband 
Transferring of illegal items or information through internet that is banned in some locations, like prohibited 

material. 

 

H. Spam 



It includes the Violation of SPAM Act, through unauthorized transmission of spam by sending illegal product 

marketing or immoral content proliferation via emails. 

 

I. Cyber Trespass 
l. Legal accessing of network resources without altering disturbs, misuse, or damage the data or system. It may 

include accessing of private information without disturbing them or snooping the network traffic for gets some 

important information. 

 

J. Logic bombs 
These are event dependent programs. These programs are activated after the trigger of specific even. 

Chernobyl virus isa specific example which acts as logic bomb and can sleep of the particular date. 

 

K. Drive by Download 
A survey is undertaken by search engine companies. Numbers of websites were acting as hosts for malware. The 

term “Drive by Download (DbD)” is maneuvering in software industry since its inception with different variations. 

It is a phenomenon in which any software program is installed automatically on a user computer while surfing on 

the internet. The intent of installing malicious software is to gain benefit over victim machine, e.g. it could be a 

stealing of confidential information like stored passwords, personal data, using victim terminal as botnet to further 

spread malicious contents. 

 

L. Cyber Assault by Threat 
The use of a computer network such as email, videos, or phones for threatening a person with fear for their lives or 

the lives of their families or persons whose safety they are responsible for (such as employees or communities). An 

example of this is blackmailing a person to a point when he is forced to transfer funds to an untraceable bank 

account through an online payment facility. 

 

M. Script Kiddies 
Novices, who are called script kiddies, script bunny, script kitty, script running juvenile is a derogatory term used 

to describe those who use scripts or programs developed by others to attack computer systems, networks and get the 

root access and deface websites. 

 

N. Denial of service 
A denial of service attack (DoS) or distributed denial of service attack (DDoS) is an attempt to make a computer 

resource unavailable to its intended users. The computer of the victim is flooded with more requests than it can 

handle which cause it to crash. Although the means to carry out, motives for, and targets of a DoS attack may vary, 

it generally consists of the concerted efforts of a person or people to prevent an Internet site or service from 

functioning efficiently or at all, temporarily or indefinitely. This is also known as email bombing if via used is 

email. E-bay, Yahoo, Amazon suffered from this attack . 

 

3.1 Attacks 
Cyber-attack is a big issue in the cyber world that needs to be focus because of the effect on the critical 

infrastructure and data. The growth of technology is accompanied by cyber security threats or “cyber-attacks” which 

threaten users security when using such technologies. Cyber threats and attacks are difficult to identify and 

prevention. So users are not accepting the new technology due to the frequently cyber-attacks less security of data. 

A cyber-attack is when someone gain or attempts to gain unauthorized access to a computer maliciously [11]. 



a. Untargeted attacks 
Un-targeted attacks in attackers indiscriminately target as users and services possible. They find the vulnerabilities 

of the service or network. Attacker can take the advantage of technologies like: Phishing: 

Phishing means fake people sending the emails to numbers of users and asking the personal information like 

baking, credit card. They encouraging the visits of fake website and give the good offers. The customers click on 

the links on the email to enter their information, and so they remain unaware that the fraud has occurred. [8]. Water 

holing: 

Publish the fake, as well as dummy website or compromising a legitimate one in order to exploit visiting user’s 

information. 

Ransom ware: 

It includes spread disk encrypting extortion malware. 

Scanning: 

Attacking wide swathes of the Internet at random. 

b. Targeted attacks: 
Targeted attacks in attackers, attack on the targeted users in the cyber world. Spear-

phishing 

Sending links of malicious software and advertisement via emails to targeted individuals that could contain for 

downloads malicious software. Deploying a botnet. It is deliver a DDOS (Distributed Denial of Service) attack 

Subverting the supply chain. 

 

To attack on network or software being delivered to the organization In general attackers will, in the first instance 

use tools and techniques to probe your systems for an exploiting vulnerability of the service [3] 

 

3.2 Vulnerability 
Vulnerabilities are weaknesses in a system or its design that allow an intruder to execute commands, access 

unauthorized data, and/or conduct denial-of service attacks. Vulnerabilities can be found in variety of areas in the 

systems. They can be weaknesses in system hardware or software, weaknesses in policies and procedures used in 

the systems and weaknesses of the system users themselves. Vulnerability were identified due to hardware 

compatibility and interoperability and also the effort it take to be fixed. Software vulnerabilities can be found in 

operating systems, application software, and control software like communication protocols and devices drives. 

There are a number of factors that lead to software design flaws, including human factors and software complexity. 

Technical vulnerabilities usually happen due to human weaknesses. [10] 

 

There is no system is automatically immune from cyber threats, the consequences of ignoring the risks from 

complacency, negligence, and incompetence are clear. In 2015, an unprecedented number of vulnerabilities were 

identified as zero-day exploits that have been weaponized, and web attack exploit kits are adapting and evolving 

them more quickly than ever. As more devices are connected, vulnerabilities will be exploited [14]. 

 

 

4. Results and Analysis 
Secure the System 

There are basic three methods to secure the system from outsider threat and attack. 

Prevention: If you were to secure your network, prevention would be using the firewall, security software and end 

user use the antivirus software. You are doing everything possible to keep the threat out. 

Detection: You want to be sure you detect when such failures happen. Everyday update the security software as well 

as hardware. 

Reaction: Detecting the failure has little value if you do not have the ability to respond. If anything it’s happen so 

your security software warn. 



 

 Preventing from Attack and Threats 

• Recovering from Viruses, Worms, and Trojan Horses 

• Avoiding Social Engineering and Networking Attacks 

• Avoiding the Pitfalls of Online Trading 

• Using Caution with USB Drives 

• Securing Wireless Networks 

 Preventing from Email and communication 

• Using Caution with Email Attachments 

• Reducing Spam 

• Using Caution With Digital Signatures 

• Using Instant Messaging and Chat Rooms Safely 

• Staying safe on social Network Sites 

 Safe Browsing 

• Evaluating Your Web Browser's Security Settings 

• Shopping Safely Online 

• Web Site Certificates 

• Bluetooth Technology [5]. 

5. Conclusion 
Cyber security incidents involving attacks, research supports the most effective defense is a computer literate user. 

To consider is those most vulnerable which are identified in this research as new employees within an organization, 

as specifically, with the attacker seeking personal identifiable information from those engaged. Further supported 

in this research are the psychological variables that contribute to user and network vulnerability. This paper 

concludes that while technology has a role to play in reducing the impact of cyber attacks, threat and vulnerability 

resides with human behaviour, human impulses and psychological predispositions that can be influenced through 

education. cyber attacks can be reduced, but an absolute solution to overcome such cyber security threats has 

yet to be put-forward. In the future work of the cyber attack, threat and vulnerability reduce in the network implement 

the cyber security model. 
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Internet of Behaviors is a form of new innovation in technology. It refers to the use of data acquired from 

internet-connected devices. The data collected is then used to analyze, track, and predict human behavior. 

As more devices connect to the internet, this is a developing topic of interest. This trend will likely have a 

big impact on marketing and advertising. 

The Internet of Things (IoT) is a field that brings together different entities such as the Internet, sensors, 

and processors among others, to develop a system that is capable of processing data derived from the nodal 

devices for the purpose of monitoring and controlling an environment. With billions of IoT devices 

currently deployed all over the world, there clearly isn’t a dearth of data. However, the enormous amount 

of data generated by the IoT devices wasn’t being manipulated to understand human behavior, which paved 

the way for an upgrade in the form of the Internet of Behaviors. 

The Internet of Behavior or IoB is a concept that brings together the best of data analysis, behavioural 

analysis, and technology along with human psychology. Through this amalgamation, the system is able to 

predict human behavior, draw insights from available data, and even influence human behavior based on 

the activities and interests of persons collected from their interactions. Organizations that are looking to 

sell products or services can influence our behavior based on targeted content that has been curated 

specifically for an individual based on their preferences and interactions. 

The data is collected using the same methods that IoT uses to collect data. Although most IoT devices 

seem to work on a surface level where they collect data from sensors and other connected devices, IoB 

collects information from transactions, geo-tagging activities to relate particular locations to certain 

interests, browser history and cookies, social media interactions to understand what every user relates to, 

and other online activities that reflect personal behaviour. 

The data that is collected from all of these sources are then processed through various means in order 

to understand what kind of data needs to be generated for an individual. For example, if a device 

picks up instances of a person’s increased interaction with grocery shopping, targeted ads or suggestions 

could pop up in that person’s feed related to various offers and discounted prices for groceries. And that is 

just one of the myriad possibilities. 

 

Different applications of IoB 

Due to IoB’s ability to generate insights for individuals, it can be used in many applications that provide 

very specific and personalized support to users. A few of them are discussed below. 

https://www.statista.com/statistics/1101442/iot-number-of-connected-devices-worldwide/#:~:text=IoT%20and%20non-IoT%20connections%20worldwide%202010-2025&text=The%20total%20installed%20base%20of,that%20are%20expected%20in%202021


 
a. Digital Marketing and Advertising/ Social Media 

Based on customer interactions with specific products, marketing agencies and organizations can 

personalize advertisements so that every individual sees what piques their interests the most. For 

example, if a sensor or a device understands that a person spends more time at the gym, then he would get 

advertisements about brands that sell protein supplements, gym trainers, equipment, etc. If a person 

focussed on training a specific muscle all the time, the wearable could essentially advise him to shift his 

focus and train other body parts as well. Noticed how Google or YouTube advertises products you had 

searched for within the last hour or discussed with your friends? Yup, connected devices making use of 

IoB. 

b. Healthcare 

A large number of the world’s population currently suffer from chronic illnesses. Healthcare providers can 

monitor their patients’ behavior in real-time. From understanding how to react to certain medications to 

keep a tab on their regimens, physicians can now do everything with the help of Internet of behaviors. 

What’s more, these devices can be trained to give out insights based on user activities so that the healthcare 

providers can easily form diagnoses. 

c. Government/Policymaking 

The government can use the data generated by IoB devices to track the activities of persons of interest and 

avoid mishaps from taking place. The government can also undertake surveys to understand what the 

citizens are collectively interested in and track behavioral patterns of large groups to maintain law and 

order. Of course, there is an element of over-regulation but a committee to monitor such activities could 

also be set up to uphold the privacy of citizens. 

d. Insurance 

In sectors like vehicle insurance, the insurance companies could monitor the activities of drivers using IoB 

to gauge their roles in accidents so that insurance companies can correctly identify whose fault the mishap 

was.  These devices could also play a role in preventing driving under influence or even identify medical 

emergencies. 

These are only a few of the areas where IoB’s use has been prevalent. Other areas include defense, facial 

recognition, geolocation-based activity reminders, and predictions, finance management, efficiency and 

productivity, cutting costs, and industrial automation among others. 

 

 

 

 

 

 

 

 

 

 



 
Opportunities in the field 

The popularity of Internet of behaviour has been increasing manifold recently which has opened up 

some interesting career opportunities for those looking to be a part of the revolution. Some of them are 

listed below. 

 IoB architect 

 IoB developer 

 Data Analyst 

 Researcher 

 IoB solutions engineer 

 Sensor architecture and design 

 Software development 

 UI/UX design 

 AI and ML engineer 

 Network engineer 

 Cyber security engineer 

 

 Embedded systems programmer 

These aren’t the only opportunities available for those looking to jumpstart their career in internet of 

behaviours. Technicians are also in great demand within the field due to the nature and the sheer number 

of devices that are deployed. It goes without saying that possessing the right skills can improve one’s 

chances of landing a great job! 

 

The future of the Internet of behavior 

Personalizing information is the future. Targeted advertisements, custom notifications and reminders, data 

acquisition for personalized care, and influencing behaviour positively are some of the applications that 

are set to see a reinvigorated approach with the inclusion of IoB technology. With almost 3 billion people 

set to experience IoB in various capacities, the technology is sure to have an impact on the future of service 

effectiveness. However, as IoB is still in its nascent stage, all we can do now is wait for it to unfold its 

potential. 

 

 

 

      

https://tcglobal.com/cyber-security-skills-gap-an-opportunity/
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Laravel is a free PHP framework, which is robust and easy to understand. It follows a MVC(model-view-

controller) design pattern. Laravel reuses the existing components of different frameworks which helps in 

creating a web application And Also Create API. The web application thus designed is more structured 

and pragmatic.  

 

If you are familiar with Core PHP and Advanced PHP, Laravel will make your task easier. It saves a lot 

time if you are planning to develop a website from scratch. Moreover, a website built in Laravel is secure 

and prevents several web attacks.  

 

Laravel attempts to take the pain out of development by easing common tasks used in the majority of web 

projects, such as authentication, routing, sessions, and caching. Laravel aims to make the development 

process a pleasing one for the developer without sacrificing application functionality.  

Laravel offers a rich set of functionalities which incorporates the basic features of PHP frameworks like 

CodeIgniter, Cake PHP , Yii and other programming languages like Ruby on Rails. Laravel has a very rich 

set of features which will boost the speed of web development.  

 

Advantages of Laravel  
Laravel offers you the following advantages, when you are designing a web application based on it −  

1. The web application becomes more scalable, owing to the Laravel framework.  

2. Considerable time is saved in designing the web application, since Laravel reuses 

the components from other framework in developing web application.  

3. It includes namespaces and interfaces, thus helps to organize and manage 

resources.  
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Introduction:   

MERN Stack is a collection of powerful technologies and robust, used to develop scalable master web 

applications comprising backend, front-end, and database components. It is JavaScript that is used for 

the faster and easier development of full-stack web applications. MERN Stack is a technology that is a 

user-friendly full-stack JavaScript framework for building applications and dynamic websites. 

 

MERN Stack is a compilation of four different technologies that work together to develop dynamic web 

apps and websites.  

It is a contraction for four different technologies as mentioned below: 

M - MongoDB 

E - ExpressJS 

R - ReactJS 

N - NodeJS 

 

MERN Stack Components: 

There are four components of the MERN stack. Let’s discuss each of them one by one.  

 

The first component is MongoDB, which is a NoSQL database management system.  

 

The second MERN stack component is ExpressJS. It is a backend web application framework for NodeJS. 

The third component is ReactJS, a JavaScript library for developing UIs based on UI components.  

The final component of the MERN stack is NodeJS. It is a JS runtime environment, i.e., it enables running 

JavaScript code outside the browser.  

 

Let’s learn more about these MERN Stack components: 

 

MongoDB 

MongoDB is a NoSQL DBMS where data is stored in the form of documents having key-value pairs 

similar to JSON objects. MongoDB enables users to create databases, schemas, and tables. It offers the 

Mongo shell that provides a JS interface for deleting, querying, and updating the records. 

 

ExpressJS 

ExpressJS is a NodeJS framework that simplifies writing the backend code. It saves you from creating 

multiple Node modules. For keeping the code precise, ExpressJS offers a range of middleware. 

 

ReactJS 

ReactJS is a JS library that allows the development of user interfaces for mobile apps and SPAs. It allows 

you to code JavaScript and develop UI components. The JS library uses virtual DOM for doing everything. 

 

NodeJS 

https://www.simplilearn.com/tutorials/mongodb-tutorial/what-is-mongodb
https://www.simplilearn.com/tutorials/reactjs-tutorial
https://www.simplilearn.com/tutorials/nodejs-tutorial/what-is-nodejs
https://www.simplilearn.com/rise-of-nosql-and-why-it-should-matter-to-you-article
https://www.simplilearn.com/dbms-interview-questions-and-answers-article


 

NodeJS is an open-source JavaScript runtime environment that allows users to run code on the server. It 

comes with the node package manager or npm, enabling users to select from a wide selection of node 

modules or packages. Being developed on the Chrome JavaScript Engine enables Node to execute code 

faster. 

 
 

Why Should You Work With MERN Stack? 

There are many good reasons to use the MERN Stack. For example, it allows the creation of a 3-tier 

architecture that includes frontend, backend, and database using JavaScript and JSON. 

MongoDB, which is the base of the MERN stack, is designed to store JSON data natively. Everything in 

it, including CLI and query language, is built using JSON and JS. The NoSQL database management 

system works well with NodeJS and thus, allows manipulating, representing, and storing JSON data at 

every tier of the application. 

 

It comes in a variant called MongoDB Atlas that further eases database management by offering an auto-

scaling MongoDB cluster on any cloud provider and with just a few clicks. 

 

Express is a server-side framework that wraps HTTP requests and responses and makes mapping URLs to 

server-side functions easy. This perfectly complements the ReactJS framework, a front-end JS framework 

for developing interactive UIs in HTML while communicating with the server. 

 

As the two technologies work with JSON, data flows seamlessly, making it possible to develop fast and 

debug easily. To make sense of the entire system, you need to understand only one language, i.e., 

JavaScript and the JSON document structure. 

 

 

Why use React?  

React is a JavaScript library that is used for building user interfaces. React is used for the development of 

single-page applications and mobile applications because of its ability to handle rapidly changing data. 

React allows users to code in JavaScript and create UI components. 

https://www.simplilearn.com/tutorials/html-tutorial/what-is-html


 

Virtual DOM – A virtual DOM object is a representation of a DOM object. Virtual DOM is actually a copy 

of the original DOM. Any modification in the web application causes the entire UI to re-render the virtual 

DOM. Then the difference between the original DOM and this virtual DOM is compared and the changes 

are made accordingly to the original DOM. 

JSX – Stands for JavaScript XML. It is an HTML/XML JavaScript Extension which is used in React. 

Makes it easier and simpler to write React components. 

Components – ReactJS supports Components. Components are the building blocks of UI wherein each 

component has a logic and contributes to the overall UI. These components also promote code reusability 

and make the overall web application easier to understand. 

High Performance – Features like Virtual DOM, JSX and Components makes it much faster than the rest 

of the frameworks out there. 

Developing Android/Ios Apps – With React Native you can easily code Android-based or IOS-Based apps 

with just the knowledge of JavaScript and ReactJS. 

You can start your react application by first installing “create-react-app” using npm or yarn. 

 

 

Conclusion 

 

MERN is the new emerging technology stack in web development. It makes an amazing combination of 

components such as MongoDB, ExpressJS, React JS, and NodeJS. 
It gives you great leverage to either use individual components or can use in a combination. The 

components are highly flexible, making the development process much easier and allowing you to build 

customized solutions in accordance with your needs. 
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INTRODUCTION 

 

Generative Adversarial Networks (GANs) have revolutionized the field of generative deep learning by 

enabling the generation of high-quality images, videos, and other multimedia content. However, GANs are 

complex models that require a deep understanding of the underlying algorithms and visualization 

techniques to develop and evaluate. Several GAN visualization libraries have been developed in recent 

years to simplify this task, providing researchers and developers with intuitive tools for training, 

visualizing, and evaluating GAN models. 

 

The objective of this final year project is to design and develop a GAN visualization library that provides 

researchers and developers with a simple, intuitive, and comprehensive toolkit for visualizing and 

evaluating GAN models. This report presents the methodology, features, and expected outcomes of this 

project. By addressing the limitations of existing libraries, this project aims to simplify the development 

and evaluation of GAN models, and ultimately advance the field of generative deep learning. 

 

LITERATURE REVIEW: 

 

1. TensorBoard 

TensorBoard is a web-based tool developed by Google that can be used to visualize GAN models. It offers 

various functionalities, such as displaying the training progress, visualizing the computational graph, and 

analyzing the model's performance. However, TensorBoard has some limitations, such as the lack of 

interactivity and the inability to visualize the intermediate layers of the model. 

 

2. GAN Lab 

GAN Lab is a browser-based tool developed by Minsuk Kahng that allows users to interactively visualize 

and explore GAN models. GAN Lab provides a user-friendly interface that enables users to adjust various 

parameters of the model and observe how the generated images change in real-time. GAN Lab is an 

excellent tool for understanding how GANs work, but it is not suitable for more advanced users who 

require access to the model's source code. 

 

3. PyTorch-GAN 

PyTorch-GAN is a PyTorch-based library developed by a group of researchers that provides various 

functionalities for training and visualizing GAN models. PyTorch-GAN provides an easy-to-use interface 

that enables users to train and evaluate their models using pre-built modules. Additionally, PyTorch-GAN 

allows users to visualize the intermediate layers of the model and provides several pre-trained models that 

can be used for various tasks. 

 

 

 

 



 

4. TensorGAN 

TensorGAN is a TensorFlow-based library developed by a group of researchers that provides various 

functionalities for training and visualizing GAN models. TensorGAN offers a flexible API that enables 

users to customize their models and provides various tools for visualizing the generated images. 

Additionally, TensorGAN offers several pre-trained models that can be used for various tasks, such as 

image synthesis and image editing. 

 

5. GANalyze 

GANalyze is a Python-based library developed by a group of researchers that enables users to analyze and 

visualize GAN models. GANalyze provides various tools for understanding the model's internal 

representations, such as feature visualization and style transfer. Additionally, GANalyze provides an easy-

to-use interface that enables users to visualize the intermediate layers of the model and understand how 

the model is generating the images. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

OBJECTIVES 



 

 

To design a GAN visualization library that can be used for educational purposes, you should focus on 

creating visualizations that help users understand how the GAN architecture works and how it generates 

images. Here are some suggestions for visualizations that can be included in an educational GAN 

visualization library: 

1. GAN architecture diagram: Provide a visual representation of the GAN architecture, including 

the generator and discriminator networks, the input and output layers, and the connections 

between the layers. 

2. Training process visualization: Create visualizations that show how the GAN learns to generate 

images over time. This can include loss curves, learning rate plots, and visualizations of the 

generated images at different stages of training. 

3. Interactive noise input: Allow users to adjust the noise input to the generator network and see 

how it affects the generated images. This can help users understand the role of random noise in 

the GAN's output. 

4. Feature visualization: Provide visualizations of the feature maps and filters of the generator and 

discriminator networks. This can help users understand how the network processes the input data 

and generates the output. 

5. Comparison of GAN architectures: Provide visualizations that compare the performance and 

characteristics of different GAN architectures, such as DCGAN, WGAN, or CycleGAN. write a 

repport on " GAN visualization library" for final yrae projectThis can help users understand the 

differences between different GAN models and choose the best one for their specific application. 

6. Generated image manipulation: Allow users to manipulate the generated images, for example, 

by adjusting the brightness, contrast, or color. This can help users understand the limitations of 

the GAN model and the factors that affect the quality of the generated images. 

To implement the educational GAN visualization library, you can use Python libraries such as 

TensorFlow, PyTorch, or Keras to build and train the GAN. For visualization, you can use libraries such 

as Matplotlib, Seaborn, or Plotly to create interactive and informative visualizations. You can also use 

web frameworks such as Flask or Django to create a web-based interface for the GAN visualization 

library. Finally, you can package your educational GAN visualization library as a Python module or 

package and make it available for students and educators to use and learn from. 

 

METHODOLOGY: 

 

The Generative Adversarial Network (GAN) has become a popular method for generating realistic images, 

audio, and video using unsupervised learning. However, training and understanding GAN models can be 

challenging due to their complex structure. GAN visualization libraries provide an interactive way of 

understanding how GAN models work and how they generate realistic data. In this methodology section, 

we will discuss the steps taken to evaluate and compare GAN visualization libraries. 

1. Research: The first step in evaluating GAN visualization libraries is conducting thorough research. 

This includes a literature review to identify the available GAN visualization libraries and their 

features. It also includes reading documentation and understanding the libraries' APIs, 

functionality, and limitations. 



 

2. Installation and Setup: The next step is to install and set up the GAN visualization libraries. We 

will test the installation process and evaluate how easy it is to set up the libraries. We will also 

evaluate the libraries' compatibility with different operating systems, frameworks, and 

programming languages. 

3. Testing: The testing phase involves running experiments with different GAN models using the 

libraries. We will test the libraries' ability to visualize the models' training progress, generate 

realistic images, and modify model parameters. We will also evaluate the libraries' interactivity, 

speed, and the quality of the visualizations produced. 

4. Comparison: After testing the libraries, we will compare their features, functionalities, and 

limitations. We will evaluate the libraries' ease of use, the quality of the visualizations produced, 

and their ability to handle different GAN architectures. We will also consider the libraries' 

community support and documentation to determine their suitability for use in a final year project. 

5. Final Evaluation: Based on the results of our tests and comparison, we will select the most suitable 

GAN visualization library for our project. We will also provide a detailed evaluation report that 

includes the library's strengths, weaknesses, and limitations. 

 

Expected Outcomes 

 

Improved Understanding of GAN Models: The primary outcome of using a GAN visualization library 

is to gain a better understanding of how GAN models work. Through the use of visualization tools, users 

can explore the internal representations of GAN models and gain insights into how they generate images. 

This improved understanding can lead to more efficient model training and better image generation 

performance. 

Enhanced Model Performance: By gaining insights into how GAN models work, users can modify the 

models to improve their performance. For example, users can adjust the hyperparameters of the model to 

achieve better results, or they can modify the architecture of the model to address specific issues. Using a 

GAN visualization library can lead to more efficient model optimization and improved image generation 

performance. 

Faster Iteration: GAN visualization libraries provide users with a more efficient way to explore and 

modify their models. Users can quickly experiment with different settings and see the results in real-time, 

which can lead to faster iteration and faster progress in the project. 

Better Visualization of Results: GAN visualization libraries offer users the ability to visualize the 

generated images and their internal representations. This visualization can help users identify patterns and 

features in the images and gain a better understanding of how the model generates images. Additionally, 

users can visualize the training progress of the model to identify areas for improvement. 

Aiding in Research: GAN visualization libraries are essential tools for researchers working with GAN 

models. By using these libraries, researchers can better understand how GAN models work and explore 

new avenues for research. This increased understanding can lead to new discoveries and advancements in 

the field of deep learning. 



 

In conclusion, a final year project on GAN visualization library can lead to several outcomes, including 

improved understanding of GAN models, enhanced model performance, faster iteration, better 

visualization of results, and aiding in research. By using GAN visualization libraries, users can gain 

valuable insights into how GAN models work and improve their image generation performance. 

 

CONCLUSION 

 

After conducting extensive research and development, we have successfully created a GAN (Generative 

Adversarial Network) visualization library as a final year project. Our project aimed to provide a user-

friendly interface for users to visualize and understand the complex architecture of GAN models.  

 

The GAN visualization library comprises various features that assist users in gaining a deeper 

understanding of GANs' inner workings. Our library enables users to generate synthetic images, visualize 

the training process, and compare the outputs of different GAN models. Additionally, we have provided 

an intuitive user interface that makes it easy for users to navigate and interact with the library. 

 

Overall, our project has been successful in achieving its goals. Our GAN visualization library has the 

potential to be a valuable resource for researchers and practitioners in the field of machine learning, 

particularly those who are working with GAN models. By providing a visual representation of GAN 

models, we hope that our library will help users to gain deeper insights into GANs and their applications. 

 

Furthermore, our project has provided us with an opportunity to gain hands-on experience in developing 

machine learning tools and working with complex deep learning architectures. We have learned valuable 

skills in programming, data visualization, and project management, which will undoubtedly be beneficial 

to us in our future careers. 

 

In conclusion, the GAN visualization library is a promising tool for the machine learning community, and 

we are excited to see how it will be received by users. We are proud of our achievements in developing 

this library and are confident that it will make a valuable contribution to the field of machine learning. 



 

5G 

CONNECTIVITY 

 

 

INTRODUCTION 

 

5G technology is the fifth generation of cellular networks and is set to revolutionize the way 

we communicate and connect to the internet. With faster speeds, lower latency, and 

increased capacity, 5G has the potential to change the way we live, work, and play. 

 

What is 5G? 
5G is the latest generation of cellular networks and is designed to be faster and more 

reliable than previous generations. It uses a different type of radio waves, called millimetre 

waves, which have a higher frequency than the radio waves used in 4G networks. This 

allows for more data to be transmitted at faster speeds, with lower latency. 

 

What are the benefits of 5G? 
One of the biggest benefits of 5G is that it will offer faster download and upload speeds than 

4G. This will enable users to stream high-definition video, play online games, and download 

large files much faster. Additionally, 5G will have a lower latency, which means that there 

will be less delay when sending and receiving data. This will be especially beneficial for 

applications such as virtual reality and augmented reality, which require real-time data 

transfer. 

Another benefit of 5G is that it will offer increased capacity, which will be able to connect 

more devices to the internet at the same time. This will be especially beneficial in crowded 

areas, such as city centres, where there are many people using the internet at the same 

time. 

 

What are the potential challenges of 5G? 
One of the biggest challenges of 5G is that it requires a lot of infrastructure to be put in 

place. This includes the installation of new cell towers and the upgrading of existing ones. 

Additionally, 5G networks will require more spectrum than 4G networks, which may be 

difficult to obtain in some areas.  

Tushar Biswas 
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Another challenge of 5G is that it may not be available in all areas, especially in rural areas. 

This could lead to a digital divide between urban and rural areas, with those in urban areas 

having access to faster internet speeds and lower latency, while those in rural areas may still 

be stuck with slower 4G networks. 

There are several factors that can affect 5G connections in India: 
1. Availability of spectrum: The availability of spectrum in the desired frequency bands is a 

crucial factor in the deployment of 5G networks. 

2. Infrastructure: The availability and quality of infrastructure, such as cell towers and fiber 

optic cables, is necessary for the deployment and operation of 5G networks. 

3. Government policies: Government policies and regulations can also play a role in the 

deployment and adoption of 5G networks in India. 

4. Competition: The level of competition in the telecommunications market can affect the 

deployment and pricing of 5G services. 

5. Economic factors: Economic factors such as the cost of deploying and maintaining 5G 

networks, and the willingness of consumers to pay for 5G services can also affect the 

adoption of 5G in India. 

6. Security concerns: Security and privacy concerns are always a concern in the deployment 

of any new technology, including 5G. 

 

 Innovation of Mobile Connectivity: 
5G is the fifth generation of cellular networks, and it promises to bring faster speeds and 

more reliable connections. It is designed to provide greater capacity, lower latency, and 

more efficient use of spectrum.  

 

 Difference between previous generation of mobile network and 5G 
Simply, the “G” stands for “GENERATION”. While connected to the internet, the 

speed of the connection depends upon the signal strength that is shown in 

abbreviations like 2G,3G,4G,5G, etc. On any mobile devices. Each generation of 

wireless broadband is defined as a set of telephone network standards that describe 

the technological implementations of the system. The aim of wireless 

communication is to provide high quality, reliable communications just like wired 

communication and each new generation represents a big leap in that direction. 

Mobile communication has become more popular in the last few years due to fast 

reform in mobile technology. 

 

SECOND GENERATIONS (2G) - 2G capabilities were achieved by allowing multiple users on 



 
a single channel via multiplexing. During 2G, cellular phones were used for data along with 

voice. Some of the key features of 2G were: 

 Data speeds of up to 64kbps 

 Use of digital signals instead of analog 

 It used a bandwidth of 30 to 200KHz 

 

THIRD GENERATIONS (3G) - 3G standard utilises Universal Mobile Telecommunication 

System (UTMS) as its core network architecture. It used Wide Band Wireless Network that 

increased clarity. 

Some of the key features of 3G were: 

 Speed of up to 2Mbps 

 Send/receive large email messages 

 Increased bandwidth and data transfer rates 

 

FOURTH GENERATIONS (4G) - 4G stands that are data-only networks enabled by the LTE 

technology. 4G networks are packet-switching to offer voices calls and text messages in 

addition to high-speed mobile data. Some of the keys features of 4G were: 

 Support interactive multimedia, voice, video. 

 High speed, high capacity and low cost per bit (Speeds of up to 20 Mbps or more). 

 Global and scalable mobile networks. 

 

FIFTH GENERATION (5G) - It is the latest generations of mobile networks enabled by the 

New Radio technology (NR). 5G networks can offer latencies as low as one millisecond. 

Some of the key features of 5G were: 

 New technologies teaching methods. 

 Powering other technologies 

 Emergence of new businesses 

 

How do consumers use 5G? 
The average consumer is expected use close to 536 GB of data per month on their 

smartphone in 2022. This is driven by explosive growth in video traffic as mobile is 

increasingly becoming the source of media and entertainment, as well as the massive 

growth in always-connected cloud computing and experiences. 

4G completely changed how we consume information. In the past decade we have 

witnessed leaps and bounds in the mobile app industry around services such as video 

streaming, ride sharing, food delivery and more. 

5G will expand the mobile ecosystem to new industries. This will contribute to cutting-edge 

user experiences such as boundless extreme reality (XR), seamless IoT capabilities, new 

enterprise applications, local interactive content and instant cloud access, to name a few. 



 
 

How do businesses use 5G? 
With high data speeds and superior network reliability, 5G will have a tremendous impact 

on businesses. The benefits of 5G will enhance the efficiency of businesses while also giving 

users faster access to more information. 

Depending on the industry, some businesses can make full use of 5G capabilities, especially 

those needing the high speed, low latency, and network capacity that 5G is designed to 

provide. For example, smart factories could use 5G to run industrial Ethernet to help them 

increase operational productivity and precision. 

 

How do cities use 5G? 
Smart cities could use 5G in a variety of ways to transform the lives of people living in them— 

primarily providing greater efficiencies like more connectivity between people and things, 

higher data speeds, and lower latency than ever before in areas like automotive safety, 

infrastructure, VR, and entertainment. 

 

 Advantages and Disadvantages of 5G Technology 

Advantages of 5G Technology: 
There are several advantages of 5G technology, some of the advantages have been shown in 

the above Ericsson image, and many others are described below − 

 High resolution and bi-directional large bandwidth shaping. 

 Technology to gather all networks on one platform. 

 More effective and efficient. 

 Technology to facilitate subscriber supervision tools for the quick action. 

 Most likely, will provide a huge broadcasting data (in Gigabit), which will 

support more than 60,000 connections. 

 Easily manageable with the previous generations. 

 Technological sound to support heterogeneous services (including private 

network). 

 Possible to provide uniform, uninterrupted, and consistent connectivity across 

the world. 

 

Disadvantages of 5G Technology 
Though, 5G technology is researched and conceptualized to solve all radio signal 

problems and hardship of mobile world, but because of some security reason and 

lack of technological advancement in most of the geographic regions, it has following 

shortcomings − 

 Technology is still under process and research on its viability is going on. 

 The speed, this technology is claiming seems difficult to achieve (in future, it 

might be) because of the incompetent technological support in most parts of 

the world. 

 Many of the old devices would not be competent to 5G, hence, all of them 

need to be replaced with new one — expensive deal. 

 Developing infrastructure needs high cost. 

 Security and privacy issue yet to be solved. 

 

 

 

 

 

 



 
 

Conclusion: 
 
5G technology is set to revolutionize the way we communicate and connect to the internet. 

With faster speeds, lower latency, and increased capacity, 5G has the potential to change 

the way we live, work, and play. However, it is important to be aware of the challenges that 

come with the implementation of 5G, such as the need for extensive infrastructure and the 

potential for a digital divide. Nevertheless, 5G is the future of communication and it will be 

exciting to see how it develops and evolves in the coming years. 
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Artificial Intelligence (AI) takeover is a scenario where Artificial Intelligence dominates over the human 

workforce. The jobs that are done by skilled workers would be taken over by robots or computers. 

Concerns are arising due to AI taking over the workforce automation thus eradicating the need for human 

labour in industries. The traditional consensus among economists that technological progress would not 

cause any long term unemployment. However, the recent innovation in robotics and artificial intelligence 

has raised queries related to human labour becomes obsolete, thus leaving people in various sectors 

jobless, leading to economic crisis and recession. Many small scale and medium scale industries would 

be driven out if they are not able to adopt the latest robotics and AI technology and may need to focus on 

areas that cannot be replaced by machines. 

Technologies That Would Take Over Human Workers 

1. Computer Integrated Manufacturing: This is an approach where computers would control the entire 

production process. This integration would allow the exchange of information at various stages of 

production and accordingly initiate actions. Thus making manufacturing faster and least prone to error by 

integration of computers, thus making an automated process of manufacturing. This approach is 

implemented in the automotive, aviation, space and shipbuilding industries. 

2. White-Collar Machines: In the 21st Century, various skilled based tasks like translation, a legal 

search, and software testing would be taken over by automated machines. Care Work, Entertainment, and 

other tasks that require human empathy would be performed by robots. 

 

3. Automated Cars: An automated car is a vehicle that can sense the environment and navigate without 

any human input. Many such vehicles are being developed. An automated car is a self-driven car there 

would be a need for any human driver to drive it. Thus eradicating the use of manually operated car and 

to learn how to drive it. There would be complete eradication of driving-related jobs which would cause 

huge unemployment in society. 

4. Drones: Drones are flying robots that are remotely controlled or fly autonomously through software-

controlled planes in their embedded systems, working simultaneously with on-board sensors and GPS. 

Drones contain technological components like GPS, Flight Controller, GPS Module, Battery, Antenna, 

Receiver, Cameras, and Sensors. Drones can be used for various purposes like photography, movie 

shooting and delivery of products. If drones are brought in use in our day to day life then it would 

eradicate professions like photographers, delivery boy, and cinematographer from our society. Thus 

generating a large scale of unemployment. 

 

Jobs That Are Already Taken Over By Machines 

1. Check-out Cashier: Self-service checkouts are nearly found in every supermarket in the UK it hardly 

requires one or two operators to manage dozens of checkouts. Self-service checkouts are not only 

restricted to small shops but most of the supermarkets have full-time self-service checkouts with 

conveyor belt whereas others allow us to scan as we shop using a handheld scanner. Now a single person 

can monitor dozens of checkouts, to correct mistakes made by customers. 

 

2. Railway Station Ticket Seller: Similar to cashiers, railway stations in developed countries like UK, 

USA, and Canada have now set up machines where passengers can buy and collect tickets. Hence the 

passenger can book tickets on his own. There is no need for any ticket counter where railway staff would 



 
be booking a ticket for passengers. 

 

3. Factory Worker: There has been a fall in the number of workers in manufacturing because of 

technological progress. To increase productivity in market manufacturing enterprises have adopted 

robotic technologies. A factory in China has already replaced 90% of its human workers with robots, and 

this has resulted in fewer defects and an increase in production. 

 

Artificial Intelligence has made significant technological progress in these days. It can benefit us in 

numerous ways. But still, possible risks and questions are arising in people’s minds whether it will take 

over human jobs. If it does so then it would create unemployment at a huge scale. Scientists and 

economists are also finding the answer to this question. But concerning time, AI will progress. Will it 

take over human jobs is still a mystery. 

The use of artificial intelligence (AI) to streamline workflows and processes accelerated the exit of many 

workers across multiple industries, from manufacturing to customer service and more. The U.S. job 

market suffered when COVID-19 spread across the country in 2020 and more automation was used to 

help struggling businesses stay afloat.  

 

There are currently 10.7 million unemployed people in the U.S. according to a recent Bureau of Labour 

Statistics (BLS) report. With the end of the pandemic barely in sight, the unemployed are concerned they 

may never get their jobs back. Now, they also have the burden of worrying about potentially being 

replaced with AI-enabled machines and automation. 

 

According to a report from the World Economic Forum, 85 million jobs will be replaced by machines 

with AI by the year 2025. While that may sound like a terrifying statistic, don’t worry. The same report 

states that 97 million new jobs will be created by 2025 due to AI. So yes, AI will replace some jobs, but 

others are either here to stay or will be created anew thanks to artificial intelligence. 

 

Here’s why AI will replace some jobs, why it won’t replace all jobs and what you can do to best prepare 

yourself for the jobs of the future. 

 
Why AI Will Replace Some Jobs 

Computers are Less Error-prone Than Humans 

As humans, it’s in our nature to make mistakes. Computers, on the other hand, are not susceptible to 

human error. They receive a set of instructions and execute them exactly as spelled out in the code. This 



 
is extremely important for jobs like data entry, where a typing error could result in chaos. 

 

In all likelihood, AI will take over jobs that require copying, pasting, transcribing and typing. At the very 

least, a new AI co-worker might be there checking your work. 

 

AI Doesn’t Get Bored or Tired 

Lack of rest, personal stress, boredom from repetitive tasks, even “hanger” are all particularly human 

problems (when compared with machines).  

 

For instance, staying up all night impacts your work performance the next day. According to 

sleepfoundation.org, a lack of sleep is prone to cause lack of focus, decreased reaction times, irritability 

and errors. On the other hand, computers never need to sleep. No matter what, their operational ability is 

the same (unless the power is out). 

 

Similarly, repeating the same motion and doing the same thing every day gets dull for a human. That’s 

what machines were made for. 

 

AI-enabled Machines Can Perform Dangerous Tasks 

Jobs like mining, factory work and machine assembly all expose workers to a certain amount of danger. 

Whether it’s dangerous fumes, falling objects or extreme temperatures at work, there will always be 

circumstances and situations where people can be seriously injured or killed.  

 

AI can be used in manufacturing not only to make processes more efficient, but to also keep human 

workers out of harm’s way. Opportunities to leverage AI and machine learning in manufacturing include 

product development, logistics optimization, predictive maintenance and, of course, robotics.    

 



 
While machines can also be damaged or destroyed doing dangerous work, they are not nearly as fragile 

and are built to withstand enormous amounts of pressure, heat, airborne toxins and other threats.  

 

 

AI Machines are Cheaper in the Long Run 

While the upfront cost of building and training an AI machine is high, the overall cost of operation is 

much lower than paying a human to do the same job according to the APA. 

 

Running a machine just takes electricity and occasional maintenance. To hire a human for a job, it takes 

resources to find and train them, not to mention the yearly salary and benefits that must be paid out. 

 

Why AI Can’t Replace All Jobs 

Humans Excel at Creative Thinking 

Computers are great at repetitive tasks. Humans, on the other hand, really shine when it comes to 

creative thinking. The inner workings of the brain are extremely complex in ways that machines just 

can’t replicate (at least not right now).  

 

Any jobs that involve creativity or creative problem-solving — musicians, artists, writers, marketers, 

inventors — will not be replaced by artificial intelligence. 

 

Computers Can’t Imitate Human Connection 

Many jobs require establishing trust and a human-to-human connection in order to get people to relax, 

open up and share about themselves. While AI can “technically” handle the role of a teacher, therapist or 

a nurse, there is no substitute for the critical human connection forged by the people in those roles. 

Computers, while capable of communicating, are missing that human touch. 

 

AI Can’t Handle Overly Complex or Highly Strategic Jobs 

While this might not be true forever, AI isn’t capable of developing complex strategies or thinking 

critically through complicated scenarios. There is a certain element of human intuition that’s critical for 

chief executives and other business leader positions. Many people in these jobs might turn to AI to assist 

them in thinking through problems, but ultimately, humans will make the decision. 

 

Someone Needs To Program the AI 

In order to have a fully automated workforce, someone needs to be in charge of creating the AI programs 

themselves. Not only that, but as technology improves, machines will need to be updated and replaced. 

There will always be jobs available for those who understand the inner workings of AI robots. 
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ChatGPT is an advanced AI chatbot trained by OpenAI which interacts in a conversational way. The 

dialogue format makes it possible for ChatGPT to answer follow-up questions, admit its mistakes, 

challenge incorrect premises, and reject inappropriate requests.  

It is based GPT-3.5 techonology model that use deep to make human like convertations 

 

. 

 

 

 

 

                                                                                          

See it for yourself 

CHATGPT 

Tell me about when Christopher Columbus came to the US In 2015 

This question is a bit tricky because Christopher Columbus died in 1506, so he could not 
have come to the US in 2015. But let's pretend for a moment that he did! 

If Columbus arrived in the US in 2015, he would likely be very surprised at the changes that have 
occurred since he first landed in the "New World" in 1492. For one, he would probably be 



 
shocked to find out that the land he 
"Discovered" was actually already inhabited by Native Americans, and that now the United 
States is a multicultural nation with people from all over the world. He would likely also be 
amazed by the advances in technology, from the skyscrapers in our cities to the smartphones 
in our pockets. Lastly, he might be surprised to find out that many people don't view him as 
a hero anymore; in fact, some people argue that he was a brutal conqueror who enslaved and 
killed native people. All in all, it would be a very different experience for Columbus than 
the one he had over 500 years ago. 

                                                                                                                                                                                                                                     

People are testing it to answer their essays 
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Machine learning (ML) 
is a field of inquiry devoted to understanding and building methods that 'learn', that is, methods that leverage data 

to improve performance on some set of tasks. It is seen as a part of artificial intelligence. 

Machine learning algorithms build a model based on sample data, known as training data, in order to make 
predictions or decisions without being explicitly programmed to do so.Machine learning algorithms are used in a 

wide variety of applications, such as in medicine, email filtering, speech recognition, agriculture, and computer 

vision, where it is difficult or unfeasible to develop conventional algorithms to perform the needed tasks. 

A subset of machine learning is closely related to computational statistics, which focuses on making predictions 
using computers, but not all machine learning is statistical learning. The study of mathematical 

optimization delivers methods, theory and application domains to the field of machine learning. Data mining is a 

related field of study, focusing on exploratory data analysis through unsupervised learning.  
Some implementations of machine learning use data and neural networks in a way that mimics the working of 

a biological brain.  

In its application across business problems, machine learning is also referred to as predictive analytics 

 

Hardware 
Since the 2010s, advances in both machine learning algorithms and computer hardware have led to more efficient 

methods for training deep neural networks (a particular narrow subdomain of machine learning) that contain many 
layers of non-linear hidden units. By 2019, graphic processing units (GPUs), often with AI-specific enhancements, 

had displaced CPUs as the dominant method of training large-scale commercial cloud AI.Open AI estimated the 

hardware computing used in the largest deep learning projects from Alex Net (2012) to Alpha Zero (2017), and 
found a 300,000-fold increase in the amount of compute required, with a doubling-time trendline of 3.4 month 

 

 

Models 

Performing machine learning involves creating a model, which is trained on some training data and then can 

process additional data to make predictions. Various types of models have been used and researched for 

machine learning systems. 
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Artificial neural networks (ANNs) 

or connectionist systems, are computing systems vaguely inspired by the biological neural networks that constitute 
animal brains. Such systems "learn" to perform tasks by considering examples, generally without being 

programmed with any task-specific rules. 

An ANN is a model based on a collection of connected units or nodes called "artificial neurons", which loosely 
model the neurons in a biological brain. Each connection, like the synapses in a biological brain, can transmit 

information, a "signal", from one artificial neuron to another. An artificial neuron that receives a signal can process 

it and then signal additional artificial neurons connected to it. In common ANN implementations, the signal at a 

connection between artificial neurons is a real number, and the output of each artificial neuron is computed by 
some non-linear function of the sum of its inputs. The connections between artificial neurons are called "edges". 

Artificial neurons and edges typically have a weight that adjusts as learning proceeds. The weight increases or 

decreases the strength of the signal at a connection. Artificial neurons may have a threshold such that the signal is 
only sent if the aggregate signal crosses that threshold. Typically, artificial neurons are aggregated into layers. 

Different layers may perform different kinds of transformations on their inputs. Signals travel from the first layer 

(the input layer) to the last layer (the output layer), possibly after traversing the layers multiple times. 

 

 

The original goal of the ANN approach was to solve problems in the same way that a human brain would. 

However, over time, attention moved to performing specific tasks, leading to deviations from biology. Artificial 

neural networks have been used on a variety of tasks, including computer vision, speech recognition, machine 

translation, social network filtering, playing board and video games and medical diagnosis. 

Deep learning  

Deep learning consists of multiple hidden layers in an artificial neural network. This approach tries to model the 

way the human brain processes light and sound into vision and hearing. Some successful applications of deep 

learning are computer vision and speech recognition.  

 

Robot learning 

Robot learning is inspired by a multitude of machine learning methods, starting from supervised learning, 

reinforcement learning, and finally meta-learning (e.g. MAML). 

Training models 

Typically, machine learning models require a high quantity of reliable data in order for the models to perform 

accurate predictions. When training a machine learning model, machine learning engineers need to target and 

collect a large and representative sample of data. Data from the training set can be as varied as a corpus of text, a 
collection of images, sensor data, and data collected from individual users of a service. Overfitting is something to 

watch out for when training a machine learning model. Trained models derived from biased or non-evaluated data 

can result in skewed or undesired predictions. Bias models may result in detrimental outcomes thereby furthering 

the negative impacts on society or objectives. Algorithmic bias is a potential result of data not being fully prepared 
for training. Machine learning ethics is becoming a field of study and notably be integrated within machine 

learning engineering teams. 

https://en.wikipedia.org/wiki/Connectionism
https://en.wikipedia.org/wiki/Biological_neural_network
https://en.wikipedia.org/wiki/Brain
https://en.wikipedia.org/wiki/Artificial_neuron
https://en.wikipedia.org/wiki/Neuron
https://en.wikipedia.org/wiki/Brain
https://en.wikipedia.org/wiki/Synapse
https://en.wikipedia.org/wiki/Brain
https://en.wikipedia.org/wiki/Real_number
https://en.wikipedia.org/wiki/Weight_(mathematics)
https://en.wikipedia.org/wiki/Human_brain
https://en.wikipedia.org/wiki/Biology
https://en.wikipedia.org/wiki/Computer_vision
https://en.wikipedia.org/wiki/Speech_recognition
https://en.wikipedia.org/wiki/Machine_translation
https://en.wikipedia.org/wiki/Machine_translation
https://en.wikipedia.org/wiki/Social_network
https://en.wikipedia.org/wiki/General_game_playing
https://en.wikipedia.org/wiki/Medical_diagnosis
https://en.wikipedia.org/wiki/Deep_learning
https://en.wikipedia.org/wiki/Computer_vision
https://en.wikipedia.org/wiki/Speech_recognition
https://en.wikipedia.org/wiki/Robot_learning
https://en.wikipedia.org/wiki/Meta-learning_(computer_science)
https://en.wikipedia.org/wiki/Overfitting
https://en.wikipedia.org/wiki/Algorithmic_bias


 
 

Applications 

There are many applications for machine learning, including: 

 Agriculture 

 Anatomy 

 Adaptive website 

 Affective computing 

 Astronomy 

 Automated decision-making 

 Banking 

 Behaviourism 

 Bioinformatics 

 Brain–machine interfaces 

 Cheminformatics 

 Citizen Science 

 Climate Science 

 Computer networks 

 Computer vision 

 Credit-card fraud detection 

 Data quality 

 DNA sequence classification 

 Economics 

 Financial market analysis[80] 

 General game playing 

 Handwriting recognition 

 Information retrieval 

 Insurance 

 Internet fraud detection 

 Knowledge graph embedding 

 Linguistics 

 Machine learning control 

 Machine perception 

 Machine translation 

 Marketing 

 Medical diagnosis 

 Natural language processing 

 Natural language understanding 

 Online advertising 

 Optimization 

 Recommender systems 

 Robot locomotion 

 Search engines 

 Sentiment analysis 

 Sequence mining 

 Software engineering 

 Speech recognition 

 Structural health monitoring 

 Syntactic pattern recognition 

 Telecommunication 

 Theorem proving 

 Time-series forecasting 

 User behaviour analytics 
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In 2006, the media-services provider Netflix held the first "Netflix Prize" competition to find a program to better 

predict user preferences and improve the accuracy of its existing Cinematch movie recommendation algorithm by 

at least 10%. A joint team made up of researchers from AT&T Labs-Research in collaboration with the teams Big 
Chaos and Pragmatic Theory built an ensemble model to win the Grand Prize in 2009 for $1 million. Shortly after 

the prize was awarded, Netflix realized that viewers' ratings were not the best indicators of their viewing patterns 

("everything is a recommendation") and they changed their recommendation engine accordingly. In 2010 The 
Wall Street Journal wrote about the firm Rebellion Research and their use of machine learning to predict the 

financial crisis. In 2012, co-founder of Sun Microsystems, Vinod Khosla, predicted that 80% of medical doctors 

jobs would be lost in the next two decades to automated machine learning medical diagnostic software. In 2014, it 

was reported that a machine learning algorithm had been applied in the field of art history to study fine art 
paintings and that it may have revealed previously unrecognized influences among artists. In 2019 Springer 

Nature published the first research book created using machine learning. In 2020, machine learning technology 

was used to help make diagnoses and aid researchers in developing a cure for COVID-19. Machine learning was 
recently applied to predict the pro-environmental behaviour of travellers. Recently, machine learning technology 

was also applied to optimize smartphone's performance and thermal behaviour based on the user's interaction with 

the phone.  

 

Software 

Software suites containing a variety of machine learning algorithms include 

the following: 

Free and open-source software 

 Caffe 

 Deeplearning4j 

 DeepSpeed 

 ELKI 

 Google JAX 

 Infer.NET 

 Keras 

 Kubeflow 

 LightGBM 

 Mahout 

 Mallet 

 Microsoft Cognitive Toolkit 

 ML.NET 

 mlpack 

 MLFlow 

 MXNet 

 Neural Lab 

 OpenNN 

 Orange 

 pandas (software) 

 ROOT (TMVA with ROOT) 

 scikit-learn 

 Shogun 

 Spark MLlib 

 SystemML 

 TensorFlow 

 Torch / PyTorch 

 Weka / MOA 

 XGBoost 
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Proprietary software with free and open-source editions 

 KNIME 

 RapidMiner 

Proprietary software 

 Amazon Machine Learning 

 Angoss KnowledgeSTUDIO 

 Azure Machine Learning 

 Ayasdi 

 IBM Watson Studio 

 Google Cloud Vertex AI 

 Google Prediction API 

 IBM SPSS Modeler 

 KXEN Modeler 

 LIONsolver 

 Mathematica 

 MATLAB 

 Neural Designer 

 NeuroSolutions 

 Oracle Data Mining 

 Oracle AI Platform Cloud Service 

 PolyAnalyst 

 RCASE 

 SAS Enterprise Miner 

 SequenceL 

 Splunk 

 STATISTICA Data Miner 
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 In this fast-growing nation sometimes we all came about to know some new terminologies. Like, Version Control 

System (VCS), Git, GitHub, Gitlab, Bitbucket, etc. And we all want to know about these new terms most simply. 

In this document, you will get a debrief about all of these terminologies that what it is? Why it is used for? So let’s 

get a deep dive into these new technologies.  

 

First, we have to know about Version Control System (VCS):  
What is version control, and why should you care? Version control is a system that records changes to a file or set 

f files over time so that you can recall specific versions later.  

For example, if you are a Coder and want to keep every version of software or layout, a Version Control System 

(VCS) is a very wise thing to use. It allows you to revert selected files to a previous state, revert the entire project 

to a previous state, compare changes over time, see who last modified something that might be causing a problem, 

who introduced an issue and when, and more. Using a VCS also generally means that if you screw things up or 

lose files, you can easily recover them. In addition, you get all this for very little overhead.  

 

Now you have to know the types of VCS:  
There are mainly 3 types of VCS,  

 Local VCS,  

 Centralized VCS,  

 Distributed VCS  

 

Local VCS: Many people’s version-control method of choice is to copy files into another directory. This 

approach is very common because it is so simple, but it is also incredibly error-prone. It is easy to forget which 

directory you’re in and accidentally write to the wrong file or copy over files you don’t mean to. To deal with this 

issue, programmers long ago developed local VCSs that had a simple database that kept all the changes to files 

under revision control. And the database only tracks all the things that have saved the file and when.  

After creating Local VCS day by day, the problems are getting more complicated. Now here implements the life 

rule when there is a problem there is always a solution. So the programmers again started to make something new 

and better to get rid of the complexity. And like this Centralized VCS is created  



 

Centralized VCS: The next major issue that people encounter is that they need to collaborate with developers on 

other systems. To deal with this problem, Centralized Version Control Systems (CVCSs) were developed. These 

systems have a single server that contains all the versioned files, and several clients that check out files from that 

central place. For many years, this has been the standard for version control. This setup offers many advantages, 

especially over local VCSs. For example, everyone knows to a certain degree what everyone else on the project is 

doing.  

But there is a drawback with this VCS if the server goes down for an hour, then during that hour nobody can 

collaborate at all or save versioned changes to anything they’re working on. If the hard disk the central database is 

on becomes corrupted, and proper backups haven’t been kept, you lose absolutely everything — the entire history 

of the project. Local VCSs also suffer from this same problem — whenever you have the entire history of the 

project in a single place, you risk losing everything.  

And again the programmers started to make something new and better to get rid of this problem. And like this, 

they created Distribute VCS.  

Distributed Version Control System: This is where Distributed Version Control Systems (DVCSs) step in. In a 

DVCS, clients don’t just check out the latest snapshot of the files; rather, they fully mirror the repository, 

including its full history. Thus, if any server dies, and these systems were collaborating via that server, any of the 

client repositories can be copied back up to the server to restore it. Every clone is a full backup of all the data.  

 

 

Here now comes the story of GIT:  

As with many great things in life, Git began with a bit of creative destruction and fiery controversy. At that 

time the Linux kernel is an open-source software project of a fairly large scope created by Linus Torvalds. 

During the early years of the Linux kernel maintenance (1991–2002), changes to the software were passed 

around as patches and archived files. In 2002, the Linux kernel project began using a proprietary DVCS 

called BitKeeper.  



 

In 2005, the relationship between the community that developed the Linux kernel and the commercial 

company that developed BitKeeper broke down, and the tool’s free-of-charge status was revoked. This 

prompted the Linux development community (and in particular Linus Torvalds, the creator of Linux) to 

develop their tool based on some of the lessons they learned while using BitKeeper.  

And from this, we salute Linus Torvalds who has created this awesome thing called Git which is an open-

source software full free of cost. Since its birth in 2005, Git has evolved and matured to be easy to use and yet 

retain these initial qualities. It’s amazingly fast, it’s very efficient with large projects. And in that time Git 

created a boom in the market that all the programmers liked it very well.  

 

What is GIT?  
So, what is Git in a nutshell? This is an important section to absorb because if you understand what Git is and the 

fundamentals of how it works, then using Git effectively will probably be much easier for you. As you learn Git, 

try to clear your mind of the things you may know about other VCSs, such as CVS. Even though Git’s user 

interface is fairly similar to these other VCSs, Git stores and thinks about information in a very different way, and 

understanding these differences will help you avoid becoming confused while using it.  

 

Snapshots, Not Differences  
The major difference between Git and any other VCS is the way Git thinks about its data. Conceptually, most 

other systems store information as a list of file-based changes. These other systems (CVS, Subversion, Perforce, 

Bazaar, and so on) think of the information they store as a set of files and the changes made to each file over time.  

But Git doesn’t think of or store its data this way. Instead, Git thinks of its data more like a series of snapshots of a 

miniature filesystem. With Git, every time you commit, or save the state of your project, Git takes a picture of 

what all your files look like at that moment and stores a reference to that snapshot. To be efficient, if files have not 

changed, Git doesn’t store the file again, just a link to the previous identical file it has already stored. Git thinks 

about its data more like a stream of snapshots.  

This is an important distinction between Git and nearly all other VCSs. It makes Git reconsider almost every 

aspect of version control that most other systems copied from the previous generation. This makes Git more like a 

mini filesystem with some incredibly powerful tools built on top of it, rather than simply a VCS.  

A small overview is that Git has a three-stage architecture and if we can adopt it then you will understand Git more 

simply. Below there is a figure of this architecture.  



 

So you have covered what is VCS? What is Git? And one last thing left is that what 

are GitHub, GitLab, and Bitbucket?  

See, all companies provide you with a hosting service for software development and version control using Git. 

It provides the distributed version control of Git plus access control, bug tracking, software feature requests, 

task management, continuous integration, and wikis for every project. From this I liked GitHub, it is an 

awesome platform for hosting our git repositories. But I am not saying that all other companies are bad they 

are also the best. I liked GitHub because I liked its UI and all the stuff. You can also like GitLab or Bitbucket 

it’s fully your choice.  
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Blockchain is a shared, immutable ledger that facilitates the process of 

recording transactions and tracking assets in a business network. An asset 

can be tangible (a house, car, cash, land) or intangible (intellectual property, 

patents, copyrights, branding). Virtually anything of value can be tracked and 

traded on a blockchain network, reducing risk and cutting costs for all 

involved. 

 

 

 
 

 

Business runs on information. The faster it’s received and the more accurate it is, the better. Blockchain 

is ideal for delivering that information because it provides immediate, shared and completely transparent 

information stored on an immutable ledger that can be accessed only by permission network members. A 

blockchain network can track orders, payments, accounts, production, and much more. And because 

members share a single view of the truth, you can see all details of a transaction end to end, giving you 

greater confidence, as well as new efficiencies and opportunities. 



 

 

As each 

transaction occurs, it is recorded as a “block” of data 

 
Those transactions show the movement of an asset that can be 

tangible (a product) or intangible (intellectual). The data block can 

record the information of your choice: who, what, when, where, how 

much and even the condition — such as the temperature of a food 

shipment. 

 

Each block is connected to the ones before and after it 

 
These blocks form a chain of data as an asset moves from place to place 

or ownership changes hands. The blocks confirm the exact time and 

sequence of transactions, and the blocks link securely together to 

prevent any block from being altered or a block being inserted between 

two existing blocks. 

 
 

 

Transactions are blocked together in an irreversible chain: a 

blockchain 

 
Each additional block strengthens the verification of the previous block 

and hence the entire blockchain. This renders the blockchain tamper-

evident, delivering the key strength of immutability. This removes the 

possibility of tampering by a malicious actor — and builds a ledger of 

transactions you and other network members can          trust. 

 

 

Operations often waste effort on duplicate record-keeping and third-party validations. Record- keeping 

systems can be vulnerable to fraud and cyberattacks. Limited transparency can slow data verification. And 

with the arrival of IoT, transaction volumes have exploded. All of this slows business drains the bottom 

line — and means we need a better way. Enter blockchain. 

Greater trust 



 

 
With blockchain, as a member of a members-only network, you can 

rest assured that you are receiving accurate and timely data, and that 

your confidential blockchain records will be shared only with network 

members to whom you have specifically granted access 



 

 

Greater trust 
With blockchain, as a 

member of a members-only 

network, you can rest 

assured that you are 

receiving accurate and 

timely data, and that your 

confidential blockchain 

records will be shared only 

with network members to 

whom you have specifically 

granted access. 

 

 

More efficiencies 
 

With a distributed ledger 

that is shared among 

members of a network, 

time-wasting record 

reconciliations are 

eliminated. And to speed 

transactions, a set of rules 

— called a smart contract 

— can be stored on the 

blockchain and executed 

automatically
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